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1. Purpose and scope 

This Acceptable Use Policy (the "Policy") establishes rules for accessing and using Zindrex products, 

services, systems, websites, software, plugins, dashboards, application programming interfaces, threat-

intelligence services, documentation, support channels, trials, previews, and related resources. It applies 

to zindrex.com, PressGate, PressTracker, PixScanner, and other present or future Zindrex offerings that 

refer to this Policy (collectively, the "Services"). 

The Services are designed primarily for legitimate defensive cybersecurity, administration, monitoring, 

analysis, compliance, research, and educational purposes. This Policy is intended to protect Zindrex, 

customers, users, service providers, third parties, and the public from misuse, interference, unlawful 

conduct, and unreasonable security or operational risk. 

2. Relationship to other terms 

This Policy forms part of the Zindrex Terms and Conditions and applies in addition to any order form, 

subscription terms, license, statement of work, product documentation, marketplace rule, Code of 

Conduct, security instruction, or other agreement governing the Services (each, an "Agreement"). If an 

Agreement imposes stricter or more specific requirements, those requirements also apply. If a direct 

conflict exists, the controlling Agreement governs to the extent of that conflict, subject to mandatory law. 

By using the Services, you agree to comply with this Policy and are responsible for use by your 

personnel, contractors, users, systems, applications, integrations, agents, and anyone acting through your 
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account, credentials, license, or organization. You must ensure that authorized users receive appropriate 

instructions and oversight. 

3. Authorized and lawful use 

You may use the Services only for lawful purposes and within the authority granted by the relevant 

owner, administrator, employer, customer, contract, license, and applicable law. You must obtain all 

permissions and legal bases required to access, monitor, scan, test, inspect, analyze, upload, download, 

retain, disclose, or otherwise process a website, account, system, file, image, network, credential, event, 

log, or data set. 

Technical accessibility, possession of credentials, public availability, an apparent vulnerability, or the 

ability to configure or connect a Service does not by itself establish authorization. You must define and 

respect the scope of any test or investigation, minimize disruption and unnecessary data collection, and 

stop activity that exceeds authorization or creates an unreasonable risk. 

4. Prohibited activities 

4.1 Unauthorized access and attacks 

You must not use or facilitate use of the Services to: 

•   gain, maintain, expand, or enable unauthorized access to an account, website, application, device, 

server, network, database, file, image, credential, token, session, or other resource; 

•   conduct credential stuffing, password spraying, brute-force attacks, username enumeration, 

phishing, social engineering, session theft, impersonation, or automated login abuse outside an 

expressly authorized testing scope; 

•   bypass, defeat, disable, evade, or interfere with authentication, two-factor authentication, access 

controls, security checks, rate limits, reputation controls, monitoring, logging, licensing, or usage 

restrictions; 

•   probe, scan, exploit, or test a vulnerability against a system or person without permission; or 

•   intercept communications, exfiltrate data, establish unauthorized persistence, move laterally, or 

conceal unauthorized activity. 

4.2 Malware and harmful content 

You must not use or facilitate use of the Services to create, upload, store, host, transmit, test against an 

unconsenting target, distribute, conceal, improve, or operate malware, ransomware, spyware, destructive 

code, botnets, unauthorized cryptomining, credential stealers, command-and-control infrastructure, 
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weaponized files, or other harmful payloads. Authorized malware analysis must occur in an appropriately 

isolated environment, within a documented scope, and under safeguards proportionate to the risk. 

4.3 Interference and resource abuse 

You must not disrupt or degrade the Services or another system; impose an unreasonable or 

disproportionate load; conduct denial-of-service activity; evade quotas or account limits; scrape or harvest 

at an abusive rate; create accounts, requests, events, scans, uploads, or traffic through deceptive or 

unauthorized automation; or use the Services in a manner that materially impairs availability, integrity, 

performance, support, or use by others. 

4.4 Deception, manipulation, and evasion 

You must not misrepresent identity, authority, affiliation, origin, ownership, intent, or results; falsify 

account, billing, support, security, or investigation information; manipulate or poison threat intelligence, 

reputation data, clean-installation baselines, telemetry, indicators, classifications, reports, or test results; 

submit deceptive samples; or help another person avoid detection, attribution, contractual restrictions, 

legal obligations, or enforcement. 

4.5 Unlawful, abusive, and rights-infringing use 

You must not use the Services for fraud, extortion, harassment, threats, stalking, discrimination, 

exploitation, unlawful surveillance, doxxing, trafficking, child sexual abuse material, nonconsensual 

intimate content, infringement of intellectual-property or privacy rights, sanctions or export-control 

evasion, or any other illegal or materially harmful activity. You must not use Zindrex channels to 

distribute spam, deceptive promotions, or content unrelated to their intended purpose. 

5. Accounts, credentials, and licenses 

You must provide accurate account information, keep authorized contacts current, protect credentials and 

recovery methods, restrict privileges according to role, and promptly revoke access that is no longer 

required. Credentials, API keys, tokens, two-factor secrets, recovery codes, licenses, and sessions must 

not be published, sold, shared, transferred, embedded in public code, or made available to unauthorized 

persons. 

You may not create accounts through false identities, use another person’s account without permission, 

maintain access granted by mistake, circumvent seat, site, installation, usage, geographic, plan, or license 

restrictions, or use multiple accounts to avoid enforcement or limits. Notify Zindrex promptly of 

suspected account compromise, credential exposure, unauthorized access, or material misuse. 
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6. Data and content responsibilities 

You are responsible for the legality, accuracy, quality, security, and authorization of data and content 

submitted to or processed through the Services. Collect and submit only what is reasonably necessary for 

an authorized purpose. Do not submit credentials, secrets, personal data, confidential business 

information, payment-card data, protected health information, government identifiers, production 

malware, exploit material, or regulated content unless the relevant Service and Agreement permit it and 

you have an appropriate legal basis and safeguards. 

You must comply with applicable privacy, data-protection, cybersecurity, recordkeeping, confidentiality, 

intellectual-property, employment, and communications laws. If you receive or access data that appears 

unintended for you, stop accessing it, do not use or disclose it, preserve only what is reasonably necessary 

to report the issue, and notify Zindrex. 

7. Product-specific requirements 

7.1 PressGate 

PressGate may provide login attack detection, role-aware policies, rate limiting, reputation information, 

additional authentication, and allow, challenge, or block decisions. You may deploy and administer 

PressGate only on authorized websites and accounts. You must maintain appropriate administrative 

recovery methods, protect authentication secrets, choose proportionate policies, and review material alerts 

and lockout effects. 

You must not use PressGate to conduct login attacks, test credentials against unrelated systems, profile 

individuals unlawfully, manipulate reputation information, deliberately lock out legitimate users without 

authority, or bypass access obligations. PressGate outputs are security signals and must be reviewed in 

context before consequential action is taken. 

7.2 PressTracker 

PressTracker may identify unexpected, modified, misplaced, or potentially suspicious files through clean-

installation comparison, file characteristics, known indicators, and media-directory checks. You may scan 

only installations and files within your authorized scope. Protect file paths, hashes, findings, suspected 

content, and reports because they may reveal sensitive security information. 

A PressTracker finding is not a conclusive determination that a file or person is malicious. You must 

investigate results, preserve appropriate backups and evidence, and avoid deletion, public accusation, 

disclosure, or disruptive remediation based solely on an unverified alert. 
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7.3 PixScanner 

PixScanner may inspect uploaded images for format inconsistencies, unusual metadata, appended data, 

embedded content, structural anomalies, and related indicators. You may inspect only images that you are 

authorized to receive or analyze. You must handle image content, metadata, retained samples, warnings, 

and results lawfully and securely. 

You must not use PixScanner to develop, improve, conceal, distribute, or test hidden harmful content 

against an unconsenting environment; evade image inspection; or process illegal content. PixScanner is 

not a general antivirus service unless an applicable Agreement expressly states otherwise, and its findings 

require appropriate review. 

7.4 Hosted services, APIs, feeds, and future products 

Hosted services, APIs, intelligence feeds, reports, integrations, command-line tools, managed services, 

and future products may have additional scopes, limits, documentation, or acceptable-use rules. You must 

follow published technical instructions and use outputs only for authorized purposes. The absence of a 

named product from this Policy does not remove it from scope or authorize inconsistent conduct. 

8. Security research and vulnerability testing 

Do not test Zindrex assets or customer environments unless a published Zindrex vulnerability-disclosure 

or security-research policy clearly authorizes the activity or Zindrex has provided written authorization. 

Authorization for one asset, method, time, or vulnerability does not authorize access to another asset, 

customer, account, data set, technique, or period. 

Authorized researchers must minimize impact and data access, avoid persistence and lateral movement, 

stop after confirming a vulnerability, protect findings, and provide sufficient information for 

investigation. Prohibited activity includes social engineering, denial of service, destructive testing, 

unauthorized customer access, exfiltration, extortion, coercive disclosure, and public disclosure without 

authorization or a lawful coordinated-disclosure basis. 

9. Service integrity and fair use 

Zindrex may apply technical, contractual, or operational limits to protect security, reliability, capacity, 

customers, and fair access. These may include limits on requests, scans, uploads, events, sites, 

installations, users, storage, bandwidth, retention, concurrency, query complexity, file size, processing 

time, API usage, threat-intelligence access, or support. You must not circumvent or obscure these limits. 
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If activity creates unusual load, risk, cost, or degradation, Zindrex may throttle, queue, reject, isolate, 

suspend, or require modification of that activity. Unless an Agreement states otherwise, unused capacity 

cannot be pooled, resold, transferred, or used to provide an unauthorized competing or shared service. 

10. Automated access and integrations 

Automated access is permitted only through supported methods and within documented limits. You are 

responsible for scripts, agents, plugins, applications, webhooks, connectors, and integrations operating 

through your account. They must authenticate properly, validate inputs and outputs, handle errors and 

retries responsibly, protect secrets, respect rate limits, and stop when authorization ends. 

Do not use automation to scrape nonpublic information, evade controls, create deceptive traffic, mass-

enroll accounts, test third-party credentials, reproduce substantial portions of a Service, build 

unauthorized competing data sets, or infer confidential detection logic. Zindrex may require identification 

of automated clients or use of specific endpoints, versions, or credentials. 

11. Third-party systems and services 

The Services may interact with WordPress, hosting providers, themes, plugins, authentication 

applications, marketplaces, payment processors, networks, browsers, repositories, and other third-party 

technology. You must comply with third-party terms and obtain required permission. Zindrex does not 

authorize access to a third-party system merely because a Service can connect to or analyze it. 

You are responsible for the security and compatibility of your environment, including supported versions, 

backups, recovery paths, permissions, server resources, network controls, and updates. Do not use the 

Services to cause a third party to violate its obligations or to route prohibited conduct through another 

provider. 

12. Monitoring, investigation, and evidence 

To protect the Services, investigate suspected violations, enforce Agreements, prevent harm, and comply 

with law, Zindrex may review relevant account, billing, usage, support, security, device, network, 

integration, file, image, telemetry, and audit information, subject to applicable privacy commitments and 

legal requirements. Zindrex may request information, identity or authority verification, remediation, 

access restriction, credential rotation, or preservation of relevant records. 

You must not conceal, alter, fabricate, destroy, or interfere with relevant evidence; obstruct an 

investigation; or retaliate against a good-faith reporter, witness, affected person, or investigator. You must 
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cooperate reasonably by securing affected credentials, stopping harmful activity, preserving relevant 

records, and providing accurate information within your possession or control. 

13. Reporting prohibited use 

Report suspected misuse of the Services, account compromise, or violations of this Policy to 

legal@zindrex.com. Vulnerabilities should be reported through any dedicated security or vulnerability-

disclosure contact published by Zindrex. Include the affected Service, relevant account or environment, 

dates, observed conduct, potential impact, and supporting information, while excluding unnecessary 

personal data, secrets, or harmful material. 

Reports must be made honestly and in good faith. Zindrex may be unable to disclose investigation details, 

evidence, customer information, internal decisions, or outcomes. For urgent danger or suspected criminal 

activity, contact the appropriate emergency or law-enforcement authority in addition to notifying Zindrex 

where safe and lawful. 

14. Protective measures and enforcement 

If Zindrex reasonably believes that use violates this Policy or creates legal, security, operational, 

reputational, or safety risk, Zindrex may take proportionate action. Action may include warning, content 

or data isolation, request for remediation, rate limiting, feature restriction, scan or upload rejection, 

credential or key rotation, quarantine, suspension, termination, license revocation, preservation of records, 

provider or customer notification, denial of support, legal action, or referral to competent authorities. 

Zindrex may act without advance notice when reasonably necessary to prevent or limit harm, preserve 

evidence, protect systems or users, maintain service integrity, comply with law, or respond to an urgent 

security event. Zindrex’s failure to act in one instance does not waive its rights. Enforcement under this 

Policy is in addition to remedies available under an Agreement or law. 

15. Customer responsibility for decisions 

The Services may generate alerts, classifications, scores, indicators, comparisons, warnings, 

recommendations, allow, challenge, block, quarantine, or other outputs. Cybersecurity tools can produce 

false positives, false negatives, incomplete results, or changing results. You must evaluate outputs in 

context, use qualified judgment, maintain backups and recovery procedures, and avoid relying on a 

Service as your only security control unless an Agreement expressly provides otherwise. 
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You remain responsible for configuration, authorization, investigation, remediation, disclosure, account 

access, business continuity, and compliance decisions. This Policy does not expand any warranty, service 

level, support obligation, indemnity, or liability beyond the applicable Agreement. 

16. Exceptions 

An exception to this Policy is valid only if expressly approved in writing by an authorized Zindrex 

representative and may be limited by purpose, user, customer, asset, method, volume, geography, or time. 

An exception does not waive other requirements, authorize unlawful conduct, or create a continuing 

precedent. Zindrex may modify or revoke an exception where reasonably necessary to address risk, law, 

or changed circumstances. 

17. Changes to this Policy 

Zindrex may update this Policy to reflect new products, services, risks, technologies, laws, industry 

practices, or operational requirements. The revised Policy will state its last-updated date and take effect 

when posted or on a later date stated in the revision. Where required by law or Agreement, Zindrex will 

provide additional notice. Continued use after the effective date constitutes acceptance to the extent 

permitted by law. 

18. Contact 

Questions about this Acceptable Use Policy may be sent to legal@zindrex.com. Product-specific 

questions may also be directed through the applicable Zindrex support channel. Do not send passwords, 

authentication secrets, private keys, live exploit payloads, or unnecessary personal or confidential 

information by ordinary email. 


