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1. Purpose 

Zindrex develops cybersecurity products and services intended to help organizations protect digital 

systems, accounts, files, images, and related environments. Security technology can provide substantial 

benefits when used responsibly and can also create risk when misused. This Code of Conduct establishes 

minimum standards for lawful, authorized, secure, honest, and respectful conduct when accessing or 

interacting with Zindrex. 

The objectives of this Code are to protect Zindrex, its customers, users, personnel, partners, suppliers, 

researchers, and the public; preserve the security and integrity of Zindrex technology and threat 

information; support legitimate defensive security work; and provide Zindrex with a clear basis for 

investigating and responding to misuse. 

2. Scope and acceptance 

This Code applies to zindrex.com; PressGate; PressTracker; PixScanner; related plugins, applications, 

dashboards, application programming interfaces, central services, threat-intelligence services, 

repositories, documentation, trials, previews, events, training, support channels, reporting channels, and 

communities; and other present or future Zindrex products and services that refer to this Code 

(collectively, the "Services"). 

It applies to customers, administrators, end users, developers, researchers, evaluators, partners, resellers, 

contractors, visitors, community participants, and anyone acting through an account, credential, 

organization, integration, or environment connected to the Services. If you use the Services for an 
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organization, you are responsible for ensuring that persons acting through that organization or its accounts 

understand and comply with this Code. 

This Code supplements the Zindrex Terms and Conditions, Privacy Policy, product documentation, order 

forms, acceptable-use terms, security instructions, marketplace requirements, and other applicable 

agreements. If another applicable agreement imposes stricter conduct requirements, those stricter 

requirements also apply. Mandatory law controls where it cannot lawfully be varied. 

3. Core standards 

When interacting with Zindrex or the Services, you must: 

•   act lawfully, honestly, professionally, and in good faith; 

•   access, monitor, test, scan, inspect, or administer only systems, websites, accounts, files, images, 

networks, and data that you own or are authorized to use for the relevant purpose; 

•   follow applicable privacy, data-protection, cybersecurity, computer-misuse, intellectual-property, 

export-control, sanctions, employment, consumer-protection, and communications laws; 

•   use reasonable safeguards for accounts, credentials, recovery methods, API keys, licenses, software, 

reports, logs, threat information, and personal or confidential data; 

•   provide information that is accurate and not materially misleading when registering, purchasing, 

seeking support, reporting a concern, or responding to an investigation; 

•   respect the rights, safety, dignity, privacy, and property of others; and 

•   cooperate reasonably with security, abuse-prevention, legal, billing, compliance, and incident-

response measures. 

4. Authorized defensive use 

The Services are intended primarily for legitimate defensive, administrative, diagnostic, compliance, 

research, and educational purposes. Your use must remain within the authority granted by the relevant 

system owner, account owner, employer, customer, contract, license, and law. Possession of credentials, 

technical capability, public accessibility, or an apparent vulnerability does not by itself establish 

authorization. 

Before conducting a scan, test, investigation, or response activity that may affect another person or 

system, you must determine and document an appropriate scope, obtain required permissions, use 

proportionate methods, minimize disruption and data collection, protect evidence, and stop or contain 

activity that creates an unreasonable risk. You are responsible for decisions based on alerts, 

classifications, scores, indicators, recommendations, or other Service outputs. 
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5. Prohibited security and technical conduct 

You must not use, attempt to use, or assist another person to use the Services to: 

•   gain or maintain unauthorized access to an account, website, device, network, service, database, file, 

image, credential, token, session, or other resource; 

•   deploy, deliver, host, conceal, test against an unconsenting target, or facilitate malware, ransomware, 

spyware, credential theft, phishing, botnets, denial-of-service activity, destructive code, 

unauthorized persistence, or command-and-control infrastructure; 

•   conduct credential stuffing, password spraying, brute-force attacks, automated login abuse, 

enumeration, impersonation, evasion, or bypass of authentication or access controls, except within 

an expressly authorized test scope; 

•   disable, evade, overload, probe, interfere with, circumvent, reverse engineer where prohibited, or 

defeat a Zindrex security, usage, licensing, rate-limiting, monitoring, integrity, or access-control 

measure; 

•   manipulate or poison threat intelligence, reputation data, baselines, telemetry, reports, indicators, 

classifications, test results, or other security information; 

•   discover, collect, expose, sell, exchange, or misuse credentials, personal data, confidential 

information, vulnerabilities, exploit code, or security findings without authorization; 

•   upload or transmit illegal content, malicious code, weaponized files, deceptive samples, or harmful 

payloads outside a Zindrex-approved reporting or research process; 

•   use automated means in a manner that exceeds documented limits, degrades availability, imposes 

unreasonable load, or adversely affects other users; or 

•   help another person avoid detection, attribution, investigation, contractual restrictions, legal 

obligations, or enforcement. 

A controlled laboratory, penetration test, red-team exercise, malware-analysis environment, or academic 

project does not excuse noncompliance. You must have clear authority, containment, competent 

supervision, and safeguards appropriate to the risk. 

6. Product-specific responsibilities 

6.1 PressGate 

PressGate provides authentication controls that may include attack detection, role-aware policies, rate 

limiting, reputation information, additional authentication, and allow, challenge, or block decisions. You 

must configure and administer PressGate only for authorized websites and accounts, maintain an 
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appropriate recovery path for legitimate administrators, protect two-factor secrets and recovery 

information, and review material alerts and policy effects. 

You must not use PressGate data or functionality to conduct login attacks, profile individuals unlawfully, 

retaliate against legitimate users, manipulate reputation systems, lock users out without authority, or test 

credentials against unrelated systems. Security settings should be proportionate to the protected 

environment and applicable access obligations. 

6.2 PressTracker 

PressTracker is intended to identify unexpected, modified, misplaced, or potentially suspicious files 

through methods that may include clean-installation comparison, hash or size verification, known 

indicators, and media-directory checks. You may scan only installations and files within your authorized 

scope. You must protect scan results because filenames, paths, hashes, indicators, and suspected content 

may reveal sensitive information about an environment. 

A PressTracker alert is an investigative signal, not a final determination that a file or person is malicious. 

You must validate findings, maintain appropriate backups, preserve evidence where needed, and avoid 

deleting, publishing, accusing, or taking disruptive action solely on an unverified alert. 

6.3 PixScanner 

PixScanner is intended to inspect image uploads for format inconsistencies, unusual metadata, appended 

data, embedded content, structural anomalies, and related indicators. You must use it only for images you 

are authorized to receive or inspect and handle image content, metadata, results, and retained samples in 

accordance with applicable privacy and content laws. 

You must not use PixScanner to develop, improve, conceal, distribute, or test hidden malicious payloads 

against an unconsenting environment; to evade security inspection; or to process illegal content. 

Suspicious files may be retained, quarantined, shared with authorized specialists, or reported only when 

there is an appropriate legal basis and adequate security. 

6.4 Future products and services 

Future Zindrex offerings may include plugins, hosted services, APIs, intelligence feeds, scanners, 

dashboards, command-line tools, integrations, managed services, reports, and security research 

capabilities. Product-specific instructions, limits, and safeguards may apply. The absence of a named 

product from this Code does not remove it from scope or authorize conduct inconsistent with these 

standards. 
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7. Accounts, credentials, and access 

You must provide accurate account information, keep authorized contacts current, use unique and 

appropriately strong credentials, enable available safeguards where suitable, restrict privileges according 

to role, and promptly revoke access that is no longer required. Credentials, API keys, recovery codes, 

tokens, licenses, and sessions must not be shared, sold, transferred, published, embedded in public code, 

or made available to unauthorized persons. 

You are responsible for activity under your account and integrations to the extent provided by applicable 

agreements and law. Notify Zindrex promptly if you suspect unauthorized access, credential exposure, 

account compromise, incorrect permissions, or misuse. Do not access another user’s account or continue 

using access that you know or reasonably should know was granted by mistake. 

8. Data, privacy, and confidentiality 

Collect, submit, access, retain, disclose, and otherwise process only the data reasonably necessary for an 

authorized purpose. Do not submit personal data, secrets, credentials, production samples, confidential 

business information, protected health information, payment-card data, government identifiers, or 

regulated content unless the applicable Service and agreement permit it and you have a valid legal basis 

and appropriate safeguards. 

Respect confidentiality markings and access restrictions. Do not publish or disclose nonpublic Zindrex 

information, customer information, security findings, support communications, product roadmaps, 

detection logic, reports, logs, or samples except as authorized. If you receive data that appears unintended 

for you, stop accessing it, avoid further use or disclosure, preserve only what is reasonably necessary for 

reporting, and notify Zindrex. 

9. Respectful and professional interaction 

Zindrex expects professional conduct in support requests, demonstrations, training, events, repositories, 

research communications, partner channels, and communities. Disagreement, criticism, and good-faith 

security discussion are welcome when expressed constructively. You must not engage in harassment, 

threats, stalking, intimidation, discrimination, hate speech, sexual harassment, deliberate humiliation, 

doxxing, repeated unwanted contact, or conduct that creates a reasonably unsafe or hostile environment. 

Do not impersonate another person or organization, fabricate affiliation or authority, submit knowingly 

false accusations, manipulate support personnel, or disclose another person’s private information. Content 

that is disruptive, deceptive, unlawful, abusive, or unrelated to the purpose of a channel may be 

moderated or removed. 
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10. Intellectual property and product integrity 

Respect Zindrex and third-party intellectual-property, proprietary, contractual, and attribution rights. Do 

not copy, modify, distribute, resell, sublicense, scrape, extract, decompile, reverse engineer, create 

derivative works from, or remove notices from the Services except as permitted by applicable law, the 

relevant license, or written authorization. Open-source components remain governed by their applicable 

licenses. 

Do not present a modified, counterfeit, unsupported, or unauthorized product as an official Zindrex 

offering. Do not use Zindrex names, marks, interfaces, documentation, reports, or security findings to 

mislead customers, imply endorsement, or create confusion about source, sponsorship, certification, 

compatibility, or responsibility. 

11. Responsible security research and disclosure 

Zindrex values good-faith security research. Before testing a Zindrex asset, review and comply with any 

published vulnerability-disclosure or security-research policy. If no such policy clearly authorizes the 

proposed testing, obtain written authorization before conducting activity that could affect confidentiality, 

integrity, availability, users, data, or operations. 

A researcher must minimize data access and service impact, avoid persistence and lateral movement, stop 

after confirming a vulnerability, avoid extortion or coercive disclosure, keep findings confidential while 

Zindrex investigates, and provide sufficient detail for reproduction and remediation. Do not access 

customer environments, social-engineer personnel or users, disrupt service, exfiltrate data, demand 

payment as a condition of nondisclosure, or publicly disclose a vulnerability without authorization or a 

lawful coordinated-disclosure basis. 

12. Reporting concerns 

Report suspected violations of this Code, misuse of the Services, account compromise, or security 

concerns to legal@zindrex.com. A vulnerability report should use any security contact or disclosure 

process published by Zindrex. Include enough information to identify the affected Service, account or 

environment, relevant dates, conduct observed, potential impact, and supporting evidence. Do not include 

unnecessary personal data, secrets, exploit material, or harmful content. 

Reports should be made honestly and in good faith. Zindrex may be unable to disclose investigation 

details, evidence, internal decisions, customer information, or outcomes. Zindrex does not promise 

confidentiality or anonymity where disclosure is required for investigation, safety, legal compliance, 
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defense of rights, or communication with affected parties, but may take reasonable steps to limit 

unnecessary disclosure. 

13. Investigations and cooperation 

Zindrex may review relevant account, billing, usage, support, security, device, network, integration, file, 

image, telemetry, and audit information to investigate suspected violations, protect the Services, enforce 

agreements, prevent harm, or comply with law, subject to applicable privacy commitments and legal 

requirements. Zindrex may request information, verification, remediation, access restriction, or 

preservation of relevant records. 

You must not conceal, alter, fabricate, destroy, or interfere with relevant evidence; retaliate against a 

reporter, witness, affected person, or investigator; or knowingly obstruct a legitimate investigation. You 

must cooperate reasonably, including by securing affected credentials, stopping harmful activity, 

preserving relevant records, and providing accurate information within your possession or control. 

14. Enforcement 

If Zindrex reasonably believes that this Code has been violated or that activity creates legal, security, 

operational, reputational, or safety risk, Zindrex may take proportionate protective or enforcement action. 

Depending on the circumstances, action may include a warning, content removal, request for remediation, 

feature or rate restriction, credential or key rotation, quarantine, temporary suspension, access 

termination, license revocation, preservation of records, customer or provider notification, denial of 

support, contract termination, legal action, or referral to competent authorities. 

Zindrex may act without advance notice where reasonably necessary to prevent or limit harm, preserve 

evidence, protect users or systems, comply with law, or respond to an urgent security event. Enforcement 

decisions may consider intent, authorization, impact, recurrence, cooperation, remediation, risk, legal 

requirements, and contractual rights. Zindrex’s failure to act in one instance does not waive its right to act 

later or in another instance. 

15. Protection of good-faith reporters 

Zindrex prohibits retaliation through Zindrex-controlled channels against a person who makes a good-

faith report, requests guidance, participates honestly in an investigation, or raises a legitimate security, 

legal, ethical, accessibility, privacy, or safety concern. This protection does not prevent action based on a 

reporter’s own misconduct, knowingly false statements, reckless handling of data, violation of law, or 

activity outside an authorized research scope. 
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16. No guarantee or private enforcement right 

This Code describes standards and Zindrex enforcement options. It does not guarantee that misconduct 

will be detected, prevented, investigated, or resolved; require a particular sanction or process; create 

employment or agency status; or grant any person a private right to demand enforcement, compensation, 

access to evidence, or a specific outcome. Product capabilities, limitations, warranties, liability terms, and 

customer responsibilities are governed by the applicable agreements. 

17. Changes to this Code 

Zindrex may update this Code to reflect new products, services, risks, technologies, laws, industry 

practices, or operational requirements. The revised version will state its last-updated date and will take 

effect when posted or on a later date stated in the revision. Where required by law or agreement, Zindrex 

will provide additional notice. Continued use after the effective date constitutes acceptance to the extent 

permitted by law. 

18. Contact 

Questions about this Code of Conduct may be sent to legal@zindrex.com. Security vulnerabilities should 

be reported through any dedicated security or vulnerability-disclosure contact published by Zindrex. For 

urgent danger or suspected criminal activity, contact the appropriate emergency or law-enforcement 

authority in addition to notifying Zindrex where safe and lawful. 


