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ZINDREX 

PRIVACY POLICY 

Privacy practices for Zindrex websites, PressGate, PressTracker, PixScanner and present and future 

cybersecurity products and services. 

Effective date July 18, 2026 

Last updated July 19, 2026 

Contact privacy@zindrex.com 

1. Overview and scope 

This Privacy Policy explains how Zindrex ("Zindrex," "we," "us," or "our") collects, uses, discloses, 

retains, and otherwise processes personal data in connection with zindrex.com, PressGate, PressTracker, 

PixScanner, related application programming interfaces and central services, customer accounts, support, 

communications, and other cybersecurity products and services that refer to this Privacy Policy 

(collectively, the "Services"). 

The Services are designed primarily for organizations, website operators, administrators, security 

professionals, and other business users. This Privacy Policy applies to individuals who visit our websites; 

create, administer, or use an account; install or configure a Zindrex product; contact us; receive our 

communications; or whose network identifiers or other data are processed by the Services. 

A product-specific privacy notice, in-product notice, order form, data processing agreement, or other 

written agreement may supplement this Privacy Policy. If a product-specific notice conflicts with this 

Privacy Policy concerning a particular processing activity, the more specific notice controls for that 

activity. 

2. Who is responsible for the data 

2.1 Zindrex as controller 

Zindrex determines the purposes and means of processing for our websites, business operations, accounts, 

licensing, support, service security, and the PressGate Central Intelligence Service. For these activities, 
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Zindrex acts as a controller, business, or equivalent responsible organization under applicable privacy 

law. 

2.2 Customers and website operators 

A customer or website operator generally determines why and how personal data is processed within its 

own WordPress installation or other environment. This includes detailed local login logs, user accounts, 

local allowlists and blocklists, policy settings, and other data that remains under the customer’s control. 

The customer is responsible for its own privacy notices, lawful basis, user communications, configuration 

choices, and responses to requests concerning that locally controlled data. 

2.3 Zindrex as processor or service provider 

Where Zindrex processes personal data solely on documented instructions from a customer, Zindrex may 

act as a processor, service provider, or contractor. The applicable customer agreement or data processing 

agreement governs that processing. Nothing in this Privacy Policy changes the allocation of 

responsibilities in such an agreement. 

3. Personal data we collect 

The data we collect depends on how you interact with Zindrex, the Services you use, your configuration, 

and whether you enable optional or premium functionality. 

3.1 Data you provide 

•   Account and licensing data, such as name, business contact details, organization, role, account 

credentials, subscription, license, and entitlement information. 

•   Transaction data, such as plan, order, invoice, payment status, tax information, and billing contact 

details. Payment processors may process payment-card information directly; Zindrex does not need 

to retain complete payment-card numbers when a payment provider handles them. 

•   Support and communication data, including messages, attachments, troubleshooting details, survey 

responses, event registrations, marketing preferences, and records of our correspondence. 

•   Configuration and customer-submitted content, including settings, URLs, files, images, logs, code, 

scan targets, or other materials you choose to provide to a Service, where the relevant Service 

supports those inputs. 

3.2 Data collected automatically 

•   Device and network data, such as IP address, browser and device type, operating system, language, 

referring page, timestamps, and similar technical information. 
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•   Usage and diagnostic data, such as pages or features used, events, error reports, performance 

information, API activity, license-validation events, and security logs. 

•   Cookie and similar-technology data, as described in Section 8. 

•   Security observations generated when our Services identify suspicious requests, abuse, malware 

indicators, scanning behavior, authentication threats, or other cyber risks. 

3.3 Data from other sources 

We may receive data from the organization that provides your account, website administrators, 

integration partners, resellers, hosting and infrastructure providers, payment processors, public sources, 

security researchers, threat-intelligence sources, and other Zindrex installations that participate in a shared 

security network. We may combine this data with data collected through the Services where permitted by 

law. 

4. PressGate-specific processing 

PressGate is a WordPress authentication control system focused on login intelligence. It combines a local, 

role-aware login policy engine with an optional shared threat-intelligence network. It is not represented as 

a complete or general-purpose website security solution. 

4.1 Local WordPress processing 

PressGate may process and store the following within the customer’s WordPress environment: originating 

IP address; timestamp; targeted username or account name; authentication result; rate and pattern 

information; user-agent information; local geolocation-derived signals; behavior category; confidence 

score; allowlist and blocklist entries; lockout status; role-based policy information; and administrator 

settings. 

This local data is controlled by the website operator. Zindrex does not receive it merely because the 

plugin is installed. Zindrex may receive limited portions if the administrator requests support and 

deliberately sends diagnostic information to us. 

4.2 Local-only operation by default 

On first activation, PressGate defaults to Free Tier, local-only operation. In that mode, the plugin does not 

submit threat reports to, or request IP reputation information from, the PressGate Central Intelligence 

Service. The website administrator may separately choose to enable Premium Tier network participation 

and may later disable that participation. 
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4.3 Premium threat reports 

When Premium Tier network participation is enabled, and a suspicious event satisfies the reporting 

criteria, PressGate may send a threat report containing only: 

•   the observed IPv4 or IPv6 address; 

•   a behavior category, such as brute-force, credential-stuffing, bot-scanner, username spray, anomaly, 

or high-confidence malicious activity; 

•   the event timestamp; and 

•   a detection-confidence value. 

The threat-report payload is designed not to include usernames, passwords, session data, the customer’s 

website URL or domain name, or other direct account identifiers. API credentials and service-side 

security logs may nevertheless identify the subscribing installation or customer account for 

authentication, rate limiting, abuse prevention, licensing, and security. Zindrex does not use the reporting 

API to persist the reporting site’s URL or domain name as part of the threat report. 

4.4 Reputation data and threat feeds 

The Central Intelligence Service aggregates reports and may create an IP reputation score, confidence 

level, behavior categories, report counts, trust weighting, and last-seen information. The score may 

consider report volume, the number and diversity of reporting installations, behavior severity, detection 

confidence, source reliability, anomalous reporting patterns, and time elapsed since reports were received. 

Reputation scores decay over time and may be removed from active threat feeds after inactivity. 

4.5 Automated login decisions 

PressGate can use local signals, reputation information, customer allowlists and blocklists, and role-

specific policies to recommend or execute an allow, additional-authentication challenge, rate-limit, 

lockout, or block response. The website operator selects the relevant thresholds and policies and remains 

responsible for access to its website. A local allowlist may override reputation data. 

These controls can produce false positives or false negatives. Individuals seeking review of a blocked or 

challenged login should contact the operator of the affected website. Where applicable law grants rights 

regarding solely automated decisions that produce legal or similarly significant effects, the responsible 

controller will provide the safeguards required by that law. 

4.6 PressTracker, PixScanner, and similar products 

Where offered, PressTracker, PixScanner, and similar security products may inspect filenames, paths, file 

sizes, hashes, file signatures, metadata, image structures, appended data, embedded content, directory 

contents, and related security signals within the customer-controlled environment. Unless a product 
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notice, configuration screen, or customer agreement states otherwise, this inspection is intended to occur 

locally and does not by itself transmit inspected files, images, or their contents to Zindrex. 

Zindrex may receive limited diagnostic information, suspicious samples, logs, or other content when an 

administrator deliberately submits it for support, analysis, or an optional service. Administrators remain 

responsible for ensuring that they are authorized to inspect and submit content and for configuring any 

available blocking, quarantine, logging, reprocessing, or review actions. Product-specific notices may 

describe additional data flows before they are enabled. 

5. How and why we use personal data 

Purpose Examples Typical legal basis where required 

Provide and administer Services Accounts, authentication, licensing, 

subscriptions, features, APIs, support, 

updates, and requested transactions. 

Contract; pre-contract steps; 

legitimate interests 

Detect and respond to cyber threats Threat reporting, reputation scoring, abuse 

prevention, incident response, service 

integrity, fraud prevention, and protecting 

users and third parties. 

Legitimate interests; legal 

obligations; substantial public or 

security interests where applicable 

Operate and improve Diagnostics, troubleshooting, reliability, 

research, quality assurance, product 

development, and aggregated analytics. 

Legitimate interests; consent where 

required 

Communicate Service notices, account messages, support 

replies, security alerts, events, and marketing 

consistent with your choices. 

Contract; legitimate interests; consent 

where required 

Comply and protect Legal requests, audits, tax and accounting, 

enforcing agreements, resolving disputes, and 

protecting rights, safety, and property. 

Legal obligations; legitimate 

interests; establishment or defense of 

legal claims 

 

Where we rely on legitimate interests, those interests include operating a sustainable cybersecurity 

business; securing systems, websites, accounts, customers, and the public; detecting coordinated attacks; 

preventing fraud and service abuse; maintaining reliable products; improving security effectiveness; and 

establishing, exercising, or defending legal claims. We assess those interests against the rights and 

interests of affected individuals where required. 

If we ask for consent, you may withdraw it at any time, without affecting processing completed before 

withdrawal. We may continue processing when another lawful basis applies. 
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5.1 Whether providing data is required 

Account, licensing, billing, and transaction information may be required to enter into or perform a 

contract and to provide paid or account-based Services. Other information may be optional, but declining 

to provide it may prevent us from answering a request, supplying support, enabling a selected feature, or 

completing a transaction. Data processed automatically for security may be necessary to protect the 

Services, customers, users, and third parties. 

6. Data minimization and use limitations 

We seek to collect data reasonably necessary for stated purposes. We do not intentionally request 

passwords, authentication secrets, or unnecessary personal content through PressGate threat reports. You 

must not submit sensitive, confidential, regulated, or third-party data to a Service unless the Service is 

intended for that data and you are authorized to submit it. 

We may transform data into aggregated or deidentified information and use it for security research, 

statistics, service improvement, and business purposes. We will maintain deidentified information in 

deidentified form and will not attempt to reidentify it except where permitted to test our deidentification 

controls or required by law. 

7. How we disclose personal data 

We may disclose personal data to the following recipients, subject to appropriate restrictions: 

•   Service providers and subprocessors that supply hosting, cloud infrastructure, content delivery, 

security, monitoring, communications, customer support, analytics, payment processing, accounting, 

or professional services. 

•   Customers and authorized users, including account administrators who manage organizational 

accounts, licenses, settings, and access. 

•   Threat-intelligence recipients. Premium PressGate installations may receive reputation records and 

threat-feed entries containing an IP address, score, confidence level, behavior categories, and last-

seen information. They do not receive the identity or domain of reporting sites through the threat 

feed. 

•   Integration and business partners when you request an integration, purchase through a partner, or 

otherwise direct the disclosure. 

•   Authorities, courts, advisers, and other parties when reasonably necessary to comply with law, 

respond to lawful process, protect rights or safety, investigate abuse, or establish or defend legal 

claims. 
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•   Parties to a corporate transaction or diligence process involving a financing, reorganization, merger, 

acquisition, asset transfer, insolvency, or similar event, subject to appropriate confidentiality and 

legal safeguards. 

•   Other recipients with your direction or consent. 

Zindrex does not sell personal data for money. We do not share personal data for cross-context behavioral 

advertising as those terms are defined by California law. If our practices change, we will provide legally 

required notices and choices before applying the change to personal data where required. 

8. Cookies and similar technologies 

Our websites may use cookies, local storage, pixels, and similar technologies that are necessary to operate 

the site, remember preferences, maintain security, understand performance, and measure use. Where 

required, we will request consent before using non-essential technologies. Available choices may include 

a cookie banner, browser controls, and settings offered by the relevant provider. 

Blocking cookies may affect website functionality. Because browser-based “Do Not Track” signals are 

not interpreted consistently across the industry, our websites may not respond to them unless applicable 

law requires otherwise. We will honor legally recognized opt-out preference signals where required and 

technically applicable. 

9. International data transfers 

Zindrex and its service providers may process data in countries other than the country where it was 

collected. Those countries may have different privacy laws. Where required, we use recognized 

safeguards for international transfers, such as adequacy decisions, standard contractual clauses, 

contractual commitments, and supplementary technical or organizational measures. You may contact us 

for information about safeguards applicable to your data, subject to lawful confidentiality limitations. 

10. Data retention 

We retain personal data only for as long as reasonably necessary for the purposes described in this 

Privacy Policy, including providing the Services, maintaining security, resolving disputes, enforcing 

agreements, and satisfying legal, tax, accounting, and compliance requirements. Retention depends on the 

nature, sensitivity, volume, context, and risk of the data, as well as applicable contractual and legal 

requirements. 
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10.1 PressGate retention 

•   Local WordPress records are retained according to the website operator’s settings and practices. 

Uninstalling PressGate through the standard WordPress uninstall mechanism is designed to remove 

plugin-created tables, options, cached data, and scheduled tasks from the active installation. Copies 

may remain in customer-controlled backups or external logs. 

•   Central IP threat records are generally retained for no more than 90 days after the most recent 

qualifying report, subject to configured periods, security investigations, legal holds, abuse-

prevention needs, and applicable law. 

•   An IP address generally leaves the active threat feed after the configured inactivity period, which 

defaults to 30 days without a new report. Removal from an active feed does not necessarily mean 

immediate deletion from every protected backup or security record. 

•   Queued reports and cached reputation data are retained until submitted, expired, superseded, or no 

longer reasonably needed for operation and security. 

10.2 Other data 

Account, transaction, support, contractual, and compliance records may be retained for the account 

relationship and an appropriate period afterward. Security logs may be retained for a period suited to 

detecting, investigating, and documenting threats. Backups are deleted or overwritten according to backup 

cycles unless preservation is required by law or for a documented security or legal matter. 

11. Security 

We use administrative, technical, and organizational measures designed to protect personal data against 

unauthorized access, disclosure, alteration, loss, or destruction. Depending on the context, measures may 

include encrypted transport, access controls, API authentication, rate limiting, input validation, 

monitoring, separation of duties, secure development practices, backups, and incident-response 

procedures. 

No method of storage, transmission, detection, or defense is completely secure. Cybersecurity services 

reduce certain risks but cannot guarantee that every attack, compromise, malicious file, abusive IP 

address, vulnerability, or unauthorized access attempt will be prevented, detected, correctly classified, or 

remediated. 

12. Your rights and choices 

Depending on your location and the applicable law, you may have the right to: 

• request access to, or a copy of, personal data about you; 
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• request correction of inaccurate or incomplete data; 

• request deletion or erasure; 

• request restriction of processing; 

• object to processing based on legitimate interests or to direct marketing; 

• receive certain data in a portable format; 

• withdraw consent where processing relies on consent; 

• appeal or complain about the handling of a request; and 

• lodge a complaint with a competent privacy or data-protection authority. 

These rights are not absolute. We may decline or limit a request where permitted by law, including where 

we cannot verify identity, another person’s rights would be affected, the data is needed for security or 

fraud prevention, or retention is required by law or for legal claims. 

12.1 How to submit a request 

Email privacy@zindrex.com and describe your request and relationship with Zindrex. We may request 

information reasonably necessary to verify identity, authority, and the data involved. Authorized agents 

may submit requests where permitted, but we may require proof of authority and identity verification. We 

will not unlawfully discriminate against you for exercising a privacy right. 

For data stored only within a customer’s WordPress site or other customer-controlled environment, direct 

your request to that website operator. If we receive a request concerning data controlled by a customer, 

we may refer the request to the customer or assist as required by our agreement and applicable law. 

12.2 Requests concerning an IP address 

An IP address may be personal data in some contexts. A request to erase a specific IP address from the 

PressGate Central Intelligence Service should identify the address and provide information sufficient to 

verify the requester’s authority over or relationship to it. Subject to verification and lawful exceptions, 

Zindrex aims to remove records associated with the specified IP address from active systems within 72 

hours. We may retain limited suppression, security, audit, backup, or legal records where permitted or 

required, and may act to prevent immediate re-ingestion where reasonably practicable. 

12.3 EEA, United Kingdom, and similar jurisdictions 

Where the GDPR, UK GDPR, or a similar law applies, our legal bases are summarized in Section 5. You 

may object to processing based on legitimate interests. We will stop the relevant processing unless we 

demonstrate compelling legitimate grounds that override your interests, rights, and freedoms, or the 

processing is needed for legal claims. You may complain to the supervisory authority where you live, 

work, or believe an infringement occurred. 
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12.4 Israel 

Where Israeli privacy law applies, individuals may have rights to inspect personal data held about them 

and request correction or deletion of data that is inaccurate, incomplete, unclear, or not current, subject to 

applicable conditions and exceptions. Requests may be sent to the contact in Section 18. 

12.5 California and other U.S. states 

Residents of certain U.S. states may have rights to know, access, correct, delete, or obtain a copy of 

personal information and to opt out of certain sales, targeted advertising, sharing, or profiling. Zindrex 

does not sell personal information or share it for cross-context behavioral advertising. We do not use or 

disclose sensitive personal information to infer characteristics in a manner that triggers a right to limit 

under California law. 

Depending on your interaction, the categories of personal information we may collect include identifiers; 

customer records and commercial information; internet or other electronic network activity; approximate 

geolocation inferred from IP address; professional or employment-related information; account 

credentials; communications and customer-submitted content; and inferences or security classifications 

derived from threat activity. Sources, purposes, recipients, and retention criteria are described throughout 

this Privacy Policy. 

13. Customer obligations 

Customers must use the Services lawfully and transparently. Without limiting their contractual 

obligations, customers are responsible for: 

•   providing legally required notices and obtaining any required consent or other lawful basis; 

•   configuring retention periods, security policies, allowlists, blocklists, user roles, and optional 

network participation appropriately; 

•   ensuring they are authorized to submit scan targets, files, URLs, logs, images, code, personal data, 

and other content; 

•   responding to individuals whose data is held in customer-controlled systems; 

•   protecting administrator accounts, API keys, credentials, and local systems; and 

•   not using Zindrex threat intelligence as the sole basis for unlawful discrimination, harassment, 

surveillance, retaliation, or other prohibited conduct. 

We may restrict or suspend processing that creates a material security, legal, or privacy risk, violates 

applicable terms, threatens the Services or others, or appears intended to poison, manipulate, scrape, 

reverse engineer, or misuse threat intelligence. 
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14. Children 

The Services are not directed to children and are intended for organizational and professional use. We do 

not knowingly collect personal data directly from children in circumstances requiring parental consent. If 

you believe a child has provided personal data directly to Zindrex contrary to this section, contact us so 

we can investigate and take appropriate action. 

15. Third-party services and websites 

The Services may interoperate with WordPress, hosting providers, authentication tools, payment services, 

analytics providers, and other third-party products. Their privacy practices are governed by their own 

terms and notices. Zindrex is not responsible for a third party’s independent privacy or security practices. 

Customers should review and configure third-party services appropriately. 

16. Business communications 

We may send transactional and service communications necessary to administer accounts, licenses, 

security, support, and material Service changes. Where permitted, we may also send product news, event 

information, or other marketing. You may opt out of marketing emails using the unsubscribe mechanism 

or by contacting us. Opting out of marketing does not prevent essential service or security 

communications. 

17. Changes to this Privacy Policy 

We may update this Privacy Policy as our Services, products, data practices, or legal obligations change. 

We will post the updated version and revise the effective or last-updated date. If a change materially 

affects how we use personal data, we will provide additional notice or obtain consent where required. 

Product-specific notices may be introduced for PressTracker, PixScanner, or other future cybersecurity 

offerings as their data flows and functionality develop. 

18. Contact us 

For questions, privacy requests, or complaints concerning this Privacy Policy or Zindrex-controlled data, 

contact: 

Zindrex Privacy Team 

Tel-Aviv, Israel 

privacy@zindrex.com 

https://zindrex.com  

https://zindrex.com/
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We will review complaints and respond in accordance with applicable law. You may also contact the 

privacy or data-protection authority with jurisdiction over your location or the relevant processing. 


